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Secardeo certBox Standard Edition offers the following features: 
 Publishing and searching for X.509 certificates and PGP keys via LDAP and HTTP 
 Rule based localisation of the corresponding certificate repository 

 Unique trust service for up-to-date repository (>140) and CA certificate (>250) lists 

 LDAP filter for popular e-mail clients; HTML search interface protected by CAPTCHA 
 Public repository for your organization’s certificates (certificate store) 
 Comfortable options for import/export and certificate management  
 LDAP proxy provides access control and patented DN encryption for search requests from outside 
 Policy based central certificate validation using CRLs and OCSP 
 Local caching of external certificates and business partner store 
 High availability using certbox cluster 
 Synchronisation with MS Active Directory (using optional Windows service certSync) 

The certBox Enterprise Edition additionally provides the following functions: 
 Ad-hoc certification of recipients without a certificate (Identity Certified Encryption - ICE) 
 Decryption for recipients without S/MIME client via Web-Decrypter 
 Certificate mapping into internal trust hierarchies 
 Organisational certificates and partner upload form 
 Authentication for requests from and towards the external and internal network 
 Statistics for in– and outbound searches and performance check 
 HTTP CRL-Proxy 

Client-Applications: 

 MS Outlook 2003-2016 

 Mozilla Thunderbird  

 Adobe Acrobat 

 IBM (Lotus) Notes 

 PGP Desktop  
 
Further information on request. 

Supported Standards: 

 LDAPv3 RFCs 4510 - 4512  
 X.509-Certificate and CRL Pro-

file RFC 5280 

 X.509 PKI LDAPv2 RFC 4523 

 LDAP via TLS RFC 4513 

 PKI Repository Locator Ser-
vice RFC 4386 

 
Further information on request. 

Hardware-Appliance: 

19“ Server 1 Unit  

Virtual Appliance: 

VMware Virtual Hardware 8 
Hyper-V Generation 1 (VHD) 
 
Network: 2x Bridged 
HDD: 1 x 40 GB 
 

Software-as-a-Service: 

Operated in German data center 
 
 

This product includes software developed by the OpenSSL 
Project for use in the OpenSSL Toolkit. (http://www.openssl.org/) 

This product includes cryptographic software written by 
Eric Young (eay@cryptsoft.com) 

SECARDEO 


